Learning Centos From Scratch

Learning CentOS from scratch can seem like a daunting task for beginners venturing into the world of Linux server
administration. However, with a structured approach, patience, and consistent practice, mastering CentOS—a popular
and reliable Linux distribution—becomes an achievable goal. Whether you're aiming to set up your own server,
develop your sysadmin skills, or explore open-source technologies, understanding the fundamentals of CentOS forms
a crucial foundation. This guide will walk you through the essential steps, concepts, and resources needed to start
from zero and become proficient in managing CentOS systems.

Understanding CentOS and Its Significance

What is CentOS?

CentOS (Community ENTerprise Operating System) is a free, enterprise-class Linux distribution derived from the
sources of Red Hat Enterprise Linux (RHEL). It offers stability, security, and long-term support, making it a popular
choice for servers, data centers, and enterprise environments.

Why Choose CentOS?

- Stability and Reliability: Designed for server environments, CentOS emphasizes stability over bleeding-edge
features. - Compatibility with RHEL: Uses similar packages and architecture, easing migration or learning for RHEL
users. - Cost-effective: Free to download, install, and use. - Strong Community Support: Extensive documentation,
forums, and community resources.
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Prerequisites and Preparation

Hardware Requirements

While CentOS can run on modest hardware, for a smooth learning experience, consider the following: - Minimum 1
GHz processor - 2 GB RAM (4 GB recommended) - 20 GB disk space - Network connection for updates and downloads
Software Requirements

- A computer or virtual machine (VM) environment - ISO image of CentOS (preferably the latest stable release) -
Bootable media creation tool (like Rufus or Etcher) - Basic familiarity with computers and command-line interfaces

Setting Up a Virtual Environment

Using virtualization tools such as VirtualBox or VMware allows you to experiment safely: 1. Download and install
VirtualBox or VMware Player. 2. Create a new VM with the recommended hardware specs. 3. Attach the CentOS ISO
and boot from it. 4. Proceed with the installation process.

Installing CentOS

Download and Prepare Installation Media

- Visit the official CentOS website or mirror sites. - Choose the appropriate ISO (DVD ISO for full installation or
Minimal ISO for lightweight setup). - Create a bootable USB or mount ISO in your VM.



Installation Steps

1. Boot from the installation media. 2. Select your language and keyboard layout. 3. Configure network settings if
necessary. 4. Choose installation destination (disk partitioning). 5. Set root password and create a user account. 6.
Begin installation and wait for completion. 7. Reboot into your new CentOS system.

Getting Started with Basic Linux Commands

Understanding the Terminal

The command-line interface (CLI) is the primary tool for managing CentOS. Familiarity with basic commands is

essential.

Essential Commands

pwd: Print current directory

Is: List directory contents

cd: Change directory

cp: Copy files or directories

mv: Move or rename files

rm: Remove files or directories
cat: View file contents

yum or dnf: Package management
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systemctl: Manage system services
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firewall-cmd: Configure firewall settings
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Managing Files and Users

- Creating users: adduser username - Changing passwords: passwd username - Modifying permissions: chmod and
chown

Package Management and Software Installation

Understanding Package Managers

CentOS uses YUM (Yellowdog Updater Modified) or DNF (Dandified Yum) for package management: - YUM: Used in
CentOS 7 - DNF: Used in CentOS 8 and later

Installing and Updating Packages

- Install a package: yum install package name or dnf install package name - Update all packages: yum update or
dnf update - Remove a package: yum remove package name

Enabling Repositories

- Enable additional repositories if needed: - EPEL repository (Extra Packages for Enterprise Linux): essential for extra
tools. - Commands: yum install epel-release

Managing System Services and Processes

Systemd and Service Management

CentOS 7+ uses systemd for managing services: - Start a service: systemctl start service name - Enable a service



at boot: systemctl enable service name - Check status: systemctl status service name - Stop a service:
systemctl stop service name

Monitoring Processes

- List processes: ps aux - Real-time process monitoring: top or htop (install htop if needed)

Configuring Network and Firewall

Network Configuration

- View network interfaces: ip addr - Configure static IPs via nmcli or editing configuration files. - Restart network
service: systemctl restart NetworkManager

Firewall Configuration

- Check firewall status: firewall-cmd --state - Allow services or ports: firewall-cmd --permanent --add-service=http
firewall-cmd --reload - List allowed services: firewall-cmd --list-all

Understanding Filesystem and Storage Management

Partitioning and Mounting

- View disks: Lsblk - Create partitions using fdisk or parted. - Mount filesystems: mount /dev/sdX /mnt - Edit
/etc/fstab for persistent mounts.
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Managing Disk Space

- Check disk usage: df -h - Check inode usage: df -1i

Security Best Practices

User and Permission Management

- Use strong passwords. - Limit root access; prefer sudo for administrative tasks. - Regularly review user permissions.

Keeping System Updated

- Regularly run updates to patch vulnerabilities: yum update - Remove unnecessary packages.

Implementing SSH Security

- Use SSH keys instead of passwords. - Disable root login via SSH. - Change default SSH port if desired.

Advanced Topics and Resources for Continued Learning

Virtualization and Containers

- Explore tools like Docker or Podman on CentOS. - Set up virtual machines using KVM or VirtualBox.

Automation and Scripting

- Learn Bash scripting for automation. - Use cron jobs for scheduled tasks.



Monitoring and Logging

- Understand system logs in /var/log. - Use monitoring tools like Nagios or Zabbix.

Official Documentation and Community Resources

- CentOS official website and manuals - Linux Foundation courses - Online forums and communities such as Stack
Overflow, Reddit r/linux

Conclusion

Learning CentOS from scratch is a rewarding journey that opens doors to system administration, server management,
and open-source development. Starting with the basics—installation, command-line skills, package management, and
system configuration—sets a solid foundation. As you progress, delve into more advanced topics such as security,
networking, virtualization, and automation. Consistent practice, exploring official documentation, and participating in
community forums are key to mastering CentOS. Remember, patience and persistence are vital—each step you take
enhances your understanding and confidence in managing Linux systems effectively.

Learning CentOS from Scratch: A Comprehensive Guide for Beginners

Embarking on the journey to master learning CentOS from scratch can seem daunting at first, especially for those
new to Linux-based operating systems. CentOS, renowned for its stability, security, and enterprise-level features,
serves as an excellent platform for developers, system administrators, and tech enthusiasts aiming to build a solid
foundation in Linux server management. This guide aims to demystify the process, providing a step-by-step approach
to help you understand, install, and effectively use CentOS, even if you are starting with little to no prior experience.

Why Choose CentOS?
Before diving into the specifics of learning CentOS from scratch, it's essential to understand why CentOS is a popular
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choice among Linux distributions:

1. Stability and Reliability: Built from the source code of Red Hat Enterprise Linux (RHEL), CentOS offers enterprise-
grade stability without the associated costs.

2. Long-Term Support: CentOS releases are supported for several years, making it ideal for production environments.

3. Community and Documentation: A large community and extensive documentation facilitate learning and
troubleshooting.

4. Open Source: Fully open-source, allowing users to study, modify, and learn from the code.

Getting Started with Learning CentOS from Scratch

The learning process can be broken down into manageable stages:

Understanding Linux Basics

Setting Up Your Environment

Installing CentOS

Getting Familiar with the CentOS Interface
Learning Essential Commands

Managing Packages and Services
Configuring Network and Security
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Exploring Advanced Topics

Let's explore each of these stages in detail.

1. Understanding Linux Basics

Before jumping into CentOS-specific features, it's vital to grasp fundamental Linux concepts:

1. What is Linux? An open-source operating system based on the Linux kernel.
2. Distributions (Distros): Variants of Linux tailored for specific needs (e.g., Ubuntu, Fedora, CentOS).



File System Hierarchy: Understanding directories like “/home", “/etc’, "/var’, "/usr .
Command Line Interface (CLI): The primary way to interact with Linux systems.
Permissions and Users: Managing access control via users, groups, and permissions.

oLk w

Processes and Services: How Linux manages running applications and system services.

Resources to learn Linux basics:

—_

. "Linux for Beginners" tutorials

N

. Free online courses (e.g., Coursera, edX)
3. The Linux Command Line by William Shotts (book)

—_

. Setting Up Your Environment

You can learn CentOS on physical hardware or virtual machines. For beginners, using virtual environments is safer
and more flexible.

Options:

1. VirtualBox: Free virtualization software for Windows, macOS, Linux.
2. VMware Workstation Player: Another free virtualization tool.
3. Cloud Platforms: Amazon AWS, Google Cloud, or Microsoft Azure for cloud-based labs.

Steps:

Download the latest CentOS ISO image from the official CentOS website.
Create a new virtual machine in your chosen virtualization platform.
Allocate sufficient resources (at least 2 GB RAM, 20 GB disk space).
Mount the ISO image and start the VM.
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1. Installing CentOS
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Follow these steps for a smooth installation:
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1.

Boot from ISO: During VM startup, select the ISO as the boot device.

Choose Installation Type: Typically, "Server" or "Minimal Install" for learning purposes.
Partitioning: Use guided partitioning unless you want to learn manual disk management.

Set Root Password: Remember this password; it grants full system access.

Create User Account: For everyday tasks, avoiding using root directly is recommended.
Network Configuration: Configure DHCP or static IP as needed.

Begin Installation: Follow prompts; installation usually takes 10-20 minutes.

Reboot the System: Remove ISO from the virtual drive and boot into your new CentOS system.

Getting Familiar with the CentOS Interface

CentOS offers multiple interfaces:

1.
2.

GNOME Desktop Environment: Default GUI for CentOS 8.
CLI Mode: Command-line only, suitable for server environments.

Initial steps:
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1.

Log in with your user credentials.

Explore the desktop environment, locate terminal emulator.

Practice launching applications and navigating menus.

For servers, you might prefer to disable the GUI and operate via SSH.

Learning Essential Commands

Mastering Linux commands is critical. Here are some foundational commands:

| Command | Purpose | Example |
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| "'pwd’ | Print working directory | "pwd" |

| "Is” | List directory contents | "1Is -1" |

| "cd” | Change directory | "cd /etc’ |

| “cp’ | Copy files | “cp file.txt /backup/" |

| ‘'mv’ | Move or rename files | “'mv oldname.txt newname.txt" |

| ‘Tm" | Remove files | ‘'rm temp.txt™ |

| "'mkdir’ | Create directories | "mkdir new folder" |

| 'yum® / "dnf | Package management | “yum install nginx" |

| “systemctl” | Manage system services | “systemctl start nginx" |

| “firewall-cmd™ | Configure firewall | "firewall-cmd --add-service=http --permanent’ |
Tip: Practice these commands regularly in a terminal to build familiarity.
1. Managing Packages and Services

Understanding package management and service control is essential:
Package Management:

CentOS 7 uses "yum’, while CentOS 8 uses "dnf .

To install packages: yum install package name" or "dnf install package name".
To update system packages: "yum update’ or "dnf update’.

To remove packages: "yum remove package name.
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Service Management:

List all active services: "systemctl list-units --type=service".
Start a service: “systemctl start service name".
Enable a service at boot: “systemctl enable service name".
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Check status: “systemctl status service name".

1. Configuring Network and Security

Networking and security are crucial for a functional server:
Network Configuration:

1. View IP address: "ip addr show' or "ifconfig .
2. Configure static IP: Edit "/etc/sysconfig/network-scripts/ifcfg-eth0" (CentOS 7) or use nmcli .
3. Restart network service: "systemctl restart network™ or "NetworkManager .

Firewall Management:

1. Check firewall status: " firewall-cmd --state".
2. Allow HTTP traffic: “firewall-cmd --permanent --add-service=http".
3. Reload firewall: "firewall-cmd --reload’.

SELinux:

1. Check status: "sestatus'.
2. Temporarily disable: “setenforce 0.
3. Make persistent changes via /etc/selinux/config".

1. Exploring Advanced Topics

Once comfortable with the basics, you can delve into:



© N OAs W e

User and Group Management: Creating users, assigning permissions.

SSH Setup: Secure remote access.

Web Server Deployment: Installing Apache or Nginx.

Database Management: Setting up MySQL/MariaDB.

Automation: Using shell scripts and cron jobs.

Monitoring and Logging: Using tools like "top™, "htop’, "journalctl.

Containerization: Learning Docker on CentOS.

Virtualization and Clustering: Setting up virtual machines and clusters for high availability.

Resources for Continued Learning

A

Official Documentation: CentOS Project and Red Hat documentation.

Online Courses: Linux Foundation, Udemy, Pluralsight.

Community Forums: CentOS Forums, Stack Overflow.

Books: "The Linux Command Line" by William Shotts, "Linux Bible" by Christopher Negus.
Practice Labs: Build small projects, set up web servers, and experiment with configurations.

Final Tips for Learning CentOS from Scratch

o Wi e

Be Patient: Linux systems have a learning curve; persistence is key.

Practice Regularly: Hands-on experience accelerates understanding.

Use Virtual Machines: Safe environment for experimentation.

Join Communities: Engage with forums and groups for support.

Stay Updated: Follow CentOS and Linux news for updates and best practices.

Conclusion

Learning CentOS from scratch is an enriching process that opens doors to understanding server management, system
configuration, and Linux fundamentals. By systematically progressing through installation, basic commands, service
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management, and security, you can develop a robust skill set suitable for personal projects, career advancement, or

enterprise deployments. Remember, the key lies in consistent practice, curiosity, and leveraging community

resources. With dedication, you'll soon be comfortable navigating and managing CentOS systems confidently.

Questions & Answers About learning centos from scratch

No Question

Answer

1 What are the essential prerequisites for
learning CentOS from scratch?

To start learning CentOS, you should have a basic understanding of
Linux command-line operations, networking concepts, and general
system administration. Familiarity with virtualization tools can also
be helpful if you plan to set up virtual machines for practice.

2 How do I install CentOS on my system
for the first time?

Begin by downloading the CentOS ISO image from the official
website. Create a bootable USB or DVD, then boot your system from
it. Follow the on-screen installation prompts to configure your disk
partitions, network settings, and user accounts. Once installed, you
can start exploring CentOS's features.

3 What are the key differences between
CentOS and other Linux distributions
like Ubuntu?

CentOS is a community-supported, enterprise-grade Linux
distribution based on Red Hat Enterprise Linux (RHEL), focusing on
stability and long-term support. Unlike Ubuntu, which tends to have
a more user-friendly interface and a different package management
system (APT), CentOS uses RPM packages and is preferred for
server environments requiring high stability.

4 How can I learn package management
and system updates in CentOS?

CentOS uses the YUM (Yellowdog Updater Modified) package
manager. You can learn commands like 'yum install’, 'yum update’,
and 'yum remove' to manage software packages. Practice updating
your system regularly and installing new packages to gain
confidence.




5 What are some common tasks I should | Practice managing users and permissions, configuring network
practice to become proficient with settings, setting up firewalls with firewalld, installing and updating
CentOS? software packages, managing services with systemctl, and
performing basic troubleshooting. Hands-on experience with these
tasks will build your confidence.

6 Are there any recommended resources | Yes, official CentOS documentation, Linux tutorials on platforms like
or tutorials for beginners learning DigitalOcean, and courses on websites like Udemy or Coursera are
CentOS? excellent resources. Additionally, community forums and YouTube

channels dedicated to Linux system administration can provide
practical guidance and real-world examples.

CentOS tutorial, CentOS installation, CentOS commands, CentOS configuration, CentOS basics, CentOS server setup,
CentOS Linux, CentOS networking, CentOS filesystem, CentOS troubleshooting
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